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MAIN RESEARCH FINDINGS

The key findings from an online survey conducted among 8991 regular users of the Internet aged 12–17: 

· Children using the Internet do not follow fundamental safety rules. In the preceding year 64% of the respondents have given a stranger their phone number, and 42% have given a stranger their home address. 

· A quarter of the participants have personally met a stranger „known” from the Internet.

· 56% of the children have been induced to unwanted sexual conversations.

· 30% of the children felt frightened/scared about this situation 

· In the preceding years 80% of the children have inadvertently encountered pornographic materials on the Web.

INTRODUCTION

Within the past decade the Internet has become part of everyday life for millions of people around the world. The medium’s development is impressive. According to available statistics there have been more than 600 million Internet users across the world in 2003 and the number is predicted to reach a billion by the end of 2004 (Global Internet Statistics 2002). The Internet provides access to information in all kinds of areas. It facilitates communication, education, and entertainment. Unfortunately, the development of effective control mechanisms falls far behind the Internet’s fast growth. 

Public opinion polls show that Internet-related risks, called cybercrimes if illegal, are usually associated with threats to children’s safety stemming from Internet-based pedophilia and pornographic materials available on the Web (Australian Broadcasting Authority 2001). These concerns are confirmed by press reports, literature, and the results of research into the scale of the problem conducted among the youngest Internet users. 

There are more than 10 million Internet users in Poland and many more declare they will join the network in the nearest future (TNS OBOP 2003). However both in Poland and in other countries of the CEE region social awareness of threats related to Internet-based pedophilia and knowledge about the problem are still alarmingly scarce. 

While preparing for the implementation of educational programs concerning threats related to the use of Internet by children, the Nobody’s Children Foundation conducted the study presented in this report. 

INFORMATION ABOUT THE STUDY

The survey was conducted by Łukasz Wojtasik within the Nobody’s Children Foundation’s research program. The sample consisted of 8991 children /1180 boys (13%) and 7763 girls (87%)/ aged 12-17. 

The questionnaire was available for 5 months, from December 10, 2002 to April 10, 2003, at selected websites for children and adolescents. 

The study focused on the following main issues: 

1. Children’s risky behavior on the Internet

2. Experience of unwanted chatting and sexual proposals

3. Unwanted display of abuse images.

The research was financed by UNICEF and supported by the following websites:

· BRAVO /WWW.bravo.pl/

· Centrum Edukacji Obywatelskiej /www.ceo.org.pl/

· DZIECI BEST /www.dzieci.best.pl/

· INTERIA /www.interia.pl/

RESEARCH REPORT

Children’s Risky Behavior on the Internet

We asked the respondents which Internet services they typically used. 

One of the major threats related to pedophilia on the Internet is that pedophiles may approach their potential victims through services enabling anonymous online communication. 
As shown in our research such services are very popular among young Internet users. Chat rooms are used by 55% and IM (Instant Messenger) communicators by 80% of the participants. 
Altogether, 92% of the respondents report using online communication services (chats or/and IM) on a daily basis.

While using such services, it is extremely important that children follow fundamental safety rules that help protect them from Internet-based pedophiles. These include refusing to give strangers personal details or any other information that might disclose the child’s identity, as well as refusing to meet strangers outside the Internet. We asked the children if they had heard about threats associated with ignoring these rules. 

Although more than 81% of the participants answered „yes” to this question, a disturbingly large percentage of Polish young Internet users ignore the key safety rules.

While using the Internet in the preceding year: 

· 64% of the children have given a stranger their phone number /43% have done it repeatedly/

· 42% of the children have given a stranger their home address /19% have done it repeatedly/

· 44% of the children have sent a stranger their photo /34% have done it repeatedly/

It was also discovered that children were often invited to meetings and tended to accept such proposals. This situation bears an especially high risk of direct contact with a pedophile as adults seducing children through the Internet usually aim at arranging a personal meeting.

· In the past year more than three quarters of the children (75.3%) have been invited to a face-to-face meeting. 

· A quarter of the participants have actually met a person „known” from the Internet. 

Unwanted Sexual Proposals

Research data confirm that while communicating online with strangers, children are often targets of sexual interest.

· 56% of the children have been induced to unwanted sexual conversations, often accompanied by sending abuse images (14%), aggression (32%), requests for a photo (66%), and a meeting proposal (69%).

· Girls are significantly more likely than boys to report being induced to sexual chatting (61.2% and 35% respectively).

· More than 30% of the children who have been induced to sexual conversations felt frightened/scared about this situation. 

Unwanted Display of Abuse Images

The research has also shown that vast majority of the children are exposed to unwanted displays of abuse images on the Internet.

· In the past year 80% of the participants have inadvertently encountered pornographic materials on the Web.

· Half of the children have received links to pornographic websites in e-mail messages. 

Among children who have come upon pornographic materials on the Internet (80%), a significant percentage report that these have not been isolated incidents (36% report several and 29% numerous cases). 

Nearly half (49%) of the participants who have received links to pornographic websites have used them (29% have done this repeatedly).

Conclusions

Polish children using the Internet tend to ignore the basic safety measures and are thus seriously exposed to risks related to Internet-based pedophilia. Especially disturbing is the children’s willingness to give strangers their home address and to accept invitations to meetings in the real world.

Frequent cases of inducing children to sexual chatting suggest that children are easily accessible via the Internet and illustrate the scale of potential threats. Virtually unlimited availability of pornographic materials may seriously affect the child’s development and undoubtedly points to insufficient control over this type of Internet resources. 

Analysis of the research findings leads to the following conclusions: 

· It is necessary to educate children on potential threats and principles of safe Internet use. 

· Educational activities concerning safety rules and control of the Internet use by children should be also addressed to parents and educators. 

· Much effort should be focused on limiting the availability of pornographic materials to the youngest Internet users /filtering software, Internet resources control/.

